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119 1 00:00 " FoRIE
119 1 00:00 "B FoRIE
17 1 00:00 wEB
12 3 4 5 6 o~ 35 > 208" ELTE

BERRKOGENFHEAFEL AT,
P& LA

Fr4E B A/ LR B A | B 2 a R a8 5T K.

£A ARARBE R AR BATEW, G PPl A3REE,

= ARAEE = K A2 T 09 5 AL 34T ) .

il ARAEAL M 69 TG R G ARBATI R, Plde: REAALHRRTS, o
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BN EE LT A AN E D EE, wREEATUNETARTLM FEo, Ml Eo &R PFFH=7
RGHATIE, T ARZE RS A0 R BUR & P 89 A8 K AL

= C &4 / APIBE / AMI

AMI E2E
Frs= amiuser

=55 Admin123!
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SEE A AR F T RGKIE, EANIRE] THIRERE ZFARERBZE T 2B LIE.

iz
RAPS dm
=5 2
= TRESE
MIP 192.168.17.167
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% AT PBX B 4] L AT IPPBX F b9 B ], de REFHEHA N L E B AR E.

B X EBRRATEGI X, IPPBX & e A M 4&H R 4 B3Rz X &
A G B ]

NTP JIR %25 FZABINE NTP R4 %4 time. nist. gov; T XL A TR E —AT
A &9 NTP B 18] IR 4 23 Mo bt

F 3% B B 1] T 550X E B A AR B AT F) 7 B

BEAEEE R T RXRET RAAFRIZE nF “RR” 4, ERATREERAHRE L.

= C & / wfi|/#x
X
EF/mX China
=
BFENRE

2431 PBX BJiE] 2022-07-13 15:28

B | NTPEERE | EhomaE

BHX  Asia/Chongging

NTP JB588 time.nist.gov

=

7.3 ¥3IEHE

B AR B LB A5 IF CooVox IPPBX & R Atk b eyiB 150 T M, BisRETIMH, E58TIHUAR
AABEXIHLEES FTIP REH S, KB ABEIU &7, RFLELE ftp B P ond &2 &THRT
Ao

7.3.1 USB A 1%

USB 4 115 & ¥ ¥A & CooVox |PPBX #F W& Ty BHiE4E N, 122 24514 USB 441X & & & /& R %> A& #5-DUSB
AR EEE “xrBIR7 BHA% USB kg, TUATRIERKETLHER. T/5 USB A5, =T KA
B R AN A A s N 2] USB A5 o
L3 b USB A %% & & 4 7T KAfE CooVox |PPBX £ 4k A R & 2] USB 14 & 4 A4k 13
F£ USB A W @, USB 4164915 B 4o F B o

P4 B
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Ak AT USB i Z AT L M % A5 I, 18 A3 A,
T &% )& usb G1i%
R E HNHABREPITINE, BT HNLARHERERATR, TR
& CRHHET AHARKE, BRYNEKETEN,
% A B ] PAT B A N RAEay ek, EDOLE AR &S IR,
A EA FEEHE NG LA, BERK, BERTFHE
= C E& | =% / USBEE
USB =g
USB 238tk o =Bk
USB=EfEIRE
7= @O
HIE(R) C 1
EsEE @ 01:00
BECR
mzz= @O
EEEE
50T
EE:

CooVox 7 7| IPPBX 7 %4 # H USB X 14 7 44 X 61,45 FAT16, FAT32, exFAT, NTFS, EXT3, EXT4, 4z
USB # 0 49755088 75, 79 T IRIEFZE M, ZEXREHSEER,

7.3.2 FTP 44

FTP #(3E %4 A4 1R BCE CooVox IPPBX EI£%|15769 FTP R4 2, HIBiERF, E58 2, @0 k7
%8 & LEEE FTP JR$ % . A= USB #ABES W TR 8IA, FIP IR B R A&/ 152 eut i) & B Aot ey 4%
SAFE] FTP R% %5, TUARERRFEREMRILR L —%k, BT UELE LS MR CooVox IPPBX M3 4
it 69 €22 L A% 3T 64 S M IR €34 B0 A 69 B 69,
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liil

Q
"
204
A

FTP 7Zh%

FTP sEiiias

FTP g E

re = @O
FTP BRES5EhE ftp.zycoo.com/ftp

FTP MRS REFHERREE ¢
BrRE user

5 ¢ 123456Passwd

SRER(R) 1

EEfEdE 01:00

B
FTP s£42 KA FTP i 45 m 7 3 K M 89K &

FTP 4% Fr )/ %A FTP IR % &4

FTP AR 4% %5 Huht FTP IR 4 % 69 IP 33k %

FTP JR % K146 42 | XM L2 FTP IR B 69X/ 52 B R
AP 4 FTP IR %269 R P &

5% FTP ik ) P 64 % 2L

ME % B A0 _EAE a1 g

B A B 1) LS R FH I PATE ] (GZUE IPPBX £ 4% R B L 4%)
A BT R PG EAR

FRBPFLEZE, £ FTIP REBH LA RTHAZE—NAKBE LA XAHG L0 Lk, £iZ

IMHETHAET “cdr” , “monitor” , “voicemail” “syslogs” WA, HA A Ti@EDEL
H, BERTI, EFTE S LR %0 &

MR ftp IRE 2%, STUME AR BB P LA Bt ftp K% 2] IPPBX, A TRIERFmeFHFELM.
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RIS FTP BRSS=3

r=es @

S

* ARE

ftpuser

123456Passwd

EE]
Hoht : SEE-RNIS FIE © +44(0)1302773162

E-mail: sales@zycoo.com

@i Windows & 48 ftp & P smt N P LA E A0 % K 3 IPPBX, & X F & L.

* U v EFEEE x 3 [ FERE
[7] sssthEs=, il £ EnsiE -
EEEt E5 =8 waE £33 PR ERE  HE
A 3 =1 i gl
WEYo 5216617125/
# tEsE recording
W =E »
¥ = *
= *
= ER »
P A S B
T e R % AL TR ftp IR %o
AWE AL R R G A A #EAT 5 O R
R P& % FTP IR 4 E 890 P & E 4,

7.3.3 A GG

RGOSR A

HAE DA il B
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= C Fr /| wE | FaE
BEREREIEEES
ZRESBSFTERNESEE, FETIRE
BFEESES
BSEFREEERS

L RAE BT 6T ARG BRAFFHR FTF A AaAiE F 142 .6 Tt

7.4 R

7.4.1 FM4ELE

A3ER57T AT CooVox IPPBX &9 MANM &3 #t47i4 E, H & WAN o &9 R 2482 X 7T LAX B A #% 4 IP, DHCP
& PPPoE, H E T Afim—ANEiE i, LAN 0 RAEXEA#HS IP, 5225094, WAN 0 4= LAN O 93
AR AR AR — AN B,

ZINMH O T, CooVox IPPBX #5 WAN @ IP A= LAN o IP 2 A1ZiAd ) & EAH 192.168.1.100 A=
192.168.10. 100, WAN @ [ X A= |P #uhk oL S04 Bl — B £, ARFT LAARSE K IR 2 B A4 B E A3
MEARRELERARDOREDO>PBEE N @itiT,

#A5IP
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WAN

RIBIER 251P
“IPHBHE  192.168.17.168
C FEEES 255.255.255.0
% 192.168.17.1
=DNS 88838

E£FEDNS 114114114114

ERERLIP

LAN

“IPHBRE  192.168.10.100
“ FRlERS 255.255.255.0

EREELIP

O IEARALWMLTIALEHS IPRFDHCP R B SR, —MIFXTEERN#HS IP,

® LZREMIPFX: RIFBEE, TTWABREILIP AR, EFMRHKTAKT — AR L7 E & Lo

-3

LAN O RE X B FRAENR A, B ALAN O T 58 ] F 75 ] ZH M. 4R 2 CooVox |PPBX H#EN Z I
Rl WAN 0, & XBHERELKEGIFT TXES LAN OEANAR GG KA AGH K, iZ 5 RIE CooVox
IPPBX 6544~ 1#

DHCP
Jm RAREGY A K By 3B R A 7T B 69 DHCP JR %35, AR Z4RT VAR E IPPBX % 469 WAN & T4E4% X% DHOP, 4= R
WAN & TAEA2 X A DHCP, W) AR~T VAF 30157 WAN O 49 3443 8., BT A 13 B &R A DHCP AR 4% 8 #h 3R IR,
DHCP #£ X % &£ 1k ], IRJE DHCP R 4% 7 IPPBX 2 AME T B2 69 IP sk, TN HT IPATZAF
HETA GG P 5 AUEHM K K.

PPPoE
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& Bt
=H

Bt
0

CooVox |IPPBX *T VAifl if PPPoE #k 5 4E N LI, 122 WAN o= LAN 2 Z [8] & % A S a6 69, PTATRRER
CooVox IPPBX % 4E#4 4% M. 4w B A %48 M E K, T A4 CooVox IPPBX &9 WAN o AL E % PPPoE 445 L H
HENIIKH, LAN O 3 B3k B S RALEE B3 M 69 IP d &2 M,

£ WAN T X B 69 IP 2 BL7 X b £4% PPPoE, A5 M 4158 WRE WK T A5 4, IPPBX 485 m )5 37T VA
HEREI ML, it R EAERAR IP, TURESDAESBRLMEAS (DDNS), il idsh A G mALiy 8 fa’s 32
CooVox IPPBX. iXAF{& ]l 77 XA AR K692 W%, BRIEHR XL,

7.4.2 IPv6

dm BARGG RAM B RET IPv6, §TF IPvA A= IPv6 TES A E %, 5 & 02N E & IPv6 09 3 4,
% 4} CooVox IPPBX 5| N T IPvé &9 X #, 5 B SIP i Ak TAE/E IPvO 9 M 2 M2 b id 2 R B> M &—>IPv6
W@ AR E IPv6 M 5%, T BT

= C E& /R /PG
IPv6
=5 @O
IPv6 3BHE
THEIREKE 0 -+
=DNS
£FR DNS
7.4.3 VLAN

BT X9 VLAN 2SR IER LT, IEALEHEREMEOEFERALT, EF5REE5 R ELTFHHRIE,
CooVox % 7! IPPBX % & 2k ANM 1, AR o 3T X] 455 A A~ VLAN,
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= C Z& W&/ VLAN
VLAN
WAN [J VLAN 1
= @
VLANID lan1
IP 3Bk ‘ 172.0.0.1 ‘
FRAS | 255.255.255.4 ‘
WAN [J VLAN 2
=R
LAN I VLAN 1
=R
LAN 0 VLAN 2
=R

R T @ L, AR A4 WAN 2 F= LAN 2 5 513X & 2 SR B 49 VLAN, /& Bl —AN VLAN & 7 % i% 4% 2 459k VLAN
ID 5 bt A= VLAN bk, 35 #44K A/ VLAN HehbHR 7 RE) 69 M B P,

7.4.4 VPN

VPN (E4rE A M%) £ &0 Tk EmAifec oo MkikEiE, %8 BT CooVox IPPBX LB, FifiTdese
AR Qe B, X T AR IRGZAE SR FH A NG IPPBX Z A&y ® &R 0954,
CooVox IPPBX & &9 VPN IR 435 A=% P 3%, 47 IPPBX 5 IPPBX /], 2 IPPBX 5 IP W i&1a] fa 3 Hedk 64
33 VPN s HE 6 e,

CooVox % 7| IPPBX #3 v3. x #i A4+ £ ¥ PPTP, OpenVPN, [PSec #= L2TP WA VPN £ 49 R 4 8B R & 7 3%
EEN

VPN 893X B £ & S-> P 4->VPN T & 3t 47
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= C &/ mEm / VPN © = %
VPN ig& AERVPNRS SR E RNESEEE
PPTP 2=/ OpenVPN &7 PPTP §B551% OpenVPN BB
=5 @
VPN BF7IE
RFE oA
userl
#* 1 Z80R
® PPTP R %-3%

i

=
0
PPTP fR&Si%

>3 V|

0 G Ay B iE W (PAP) . STo7 & S 4n 36 el (EAP) % 7 ik3gagoe At
w# “PPTP IR 437 44 A 27 PPTP IR B AR KL E, HHIFZ T8 VPN IR, st ed “RE” TRk
%Ry iEmiLE .
BLE

PPTP 2 & PPP thi &9 2k mb b FF R 09 — AP 376938 32 A 52 A, X B S WH3UEME AW (VPN), T VLB L%

i 1P C

10.0.0.1
A 1P @

10
10.0.0.11

=DNS® 8888

EZFDNS @

114.114.114.114
#EE) @ 3600

iz © B chap & pap

mschap
mschap-v2
FFEE MPPE-128 1= @

Bt O

AR

& 3% IP

PPTP VPN JR % 2 X B A M L4 T o

N -

A
iXE PPTP VPN & F 3% h9AL e fo 2 fsb bt AL IP 355 33 X
RIFFEF 10 AT A 1P,
A IP

BR% % 10 /NVPN & 35, FTUAZE R P 3k iRATHS P 3 bt o)

R4 5812,
£ DNS/%-J1 DNS

% E PPTP VPN R % R 69 A3 |P #ht, K Pipfsoididznu s

iXE PPTP VPN R4 B8 2/ & AR LR 5 5.
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A2 (1)) XE PPTP £4ZAZHTETA], BRINA 3600 4,

NIE T ik EBIGEAE X : chap/ pap/ mschap/ mschap—v2

FF )z mppe128 Au i Fr g KA mppel128 Am i

B T R X AR, HEEEHAREARZED &,

R4 BB EXAET S von, MEE EALZRGRA VPN AP, RE VPN AP RR P LA 5D, P ek
HE)i% VPN IR 4269 VPN R P A1 % 248 AR 55 Life ey | P S A= 2hih4E, £ VPN R P 7R & 8F “F
w” FR AR — AR P (R P 3R), e FET.

70 X

AFRE  userl

1]
i

7% @

LA LR E R RZE B EHI S #42VAFF /5 PPTP VPN R 4.

EE

HE VPN IR FAEZ G, FRBAEMIGIEDER G KIE_EFH PPTP VPN 5410 1723, VPN & P 558 T 15749 2] & 2>
B IP AR IR 5 B LR A 69 JF P12 8- T FE £ F IR 5.

® PPTP % F3%
4o . BB E 749 IPPBX 4 % PPTP VPN & f 5%:% 42 5 PPTP VPN JR 4 %, i5 /2 & > M %->VPN T & & +“PPTP
RBP4, VARE IPPBX AGAE N E Pt EEIRE R,
WARSE “BE” BATRE P RRE, T BT,
PPTP ZEFizEE X

40/128-bit in= @

fRsssEi @ 192.168.11.190

BFRE ©  userl
=B O ‘ oed
SOARIZE

RESHANA =T

2 A BLEA
FF )& 40/128-bit Ao ARIEIR 5 B RAGT R T 40/128bit 4o kI3 R £ W% LA .
TR % % Hunk PPTP VPN IR %25 2 M 3k K35 % o
AP 4 PPTP VPN JR % R A& P sa R P 4o
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%5 VPN & 7 3 FL P 89 % 25

L UNCES A ZRGBEINA X, REMLREGR X, SFREERS
M VPN E 31 By

TRVALBEZ G, &EHF B K, sLiF PPTP VPN & P gl a2 B3R5, AN @ T 5 HKETAA
EZER Afe VPN B P 3569 IP deit, =T BAT=

VPN EFIRIGE

ik 192.168.8.100
=g pptp
&= EiE

o =B BT, 192.168.8. 100 BF A& VPN ‘& 7 5569 VPN ¥ bt Z 2 feR 4 R T81E R E 232 WPN IR 24
VPN 3t ht 3%, 246 VPN & P 5% 69 VPN 3t bk Bp =T,

® OpenVPN JR %-3%
OpenVPN 2 — /N T34 B 49 2 F SSL 49 VPN Z %, % IPPBX 55 IPPBX /] & IPPBX 5 IP @35 42 4% 5 A %

EAEH O EE ,
OpenVPN JRE3%09B B E 2 R H—DORMLDOVPN T @, S “VPN JRE3%” #4058 VPN IRE B EA A
OpenVPN, #st b “BLB” #BATHKRIRESBWHEE, TR T.
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OpenVPN RS imECE X
Stealth
=0 1194
e uDP
REER TUN
B default
LZO =& @
TLS BSi1= @
ML @ 172.16.1.0
FREES  255.255.255.0
BEO  17216.1.1
FRIEERS | 255.255.255.0
SR

B E AR T .
2 AR BLEA

i h] OpenVPN JR %3m0, BRIAAH 1194,

s FE DU AR UDP 3% & TCP, IR 4 B4R Figittmirilg
ZHRHE—H

KA TAP 3 TUN %%, TAP ¥R T —MNUAKMLE, CHRIEFZEXK
FEO A A K MBI, TUN BT W2 2k &, RIS = B3I
8, tde IP HIEH O,

5 AL o E AL A Bk, 4% Default W4E A BINH ik, #£4% None

ﬂ’]%%)ﬂflﬂ%ﬁ%o

LZ0 %3

R —A @A RAE R H ok, R T A0 K AR A iR R

%o

TLS JR %-3% OpenVPN &9iNiEFefL Bl K T TLS Him 2 MRIFagiL#F,

i 35 ) 2% X & OpenVPN & P a4, IR %69 VPN IP —AL R XM 4549
% — /AT A IP ik,

b7 9:3) BRI E A, 54 VPN &P ampsisnti@id VPN iy, —A&
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HEAR “RPHRLT —H,
KL - T AHE P FmAa L1519,
YRFBRETRZE, L£FZ4Z OpenVPN iEF, EH694] 24T B AT

212 OpenVPN iESH

[

S

i
>

CA/KEY 1358

w |
e R H KRB OpenVPN & F g bl a9 e AP B T3 & P agegilit,. iEBalZTmE, AP
B HBHEABE 3% OpenVPN TR 5 B 9K PFontlE— e, iF5dF QIS FHmARm—/A
EF, e TR

X
W

A NIETIES

= | (2

B Z ARG, P EB AL HILAE OpenVPN iEH FTHF £ &, &0k 4 E P THI AR R G H Kits
OpenVPN & 3%, B P E s LA ED A PHUATEAIHT R EZIREE, o FRFT.

Elca.crt

Sl officel.crt

|| officel.key
VA LR E G, |G mE B I X LG B OpenVPN IR %25 o
EE

EE VPNIRF B2 5, §2EMmedssd %R K& EF7K OpenVPN 3% 2 1174, VPN & F 5538 i3 4709 B 2
B AP AR MR %35 T HRAIED L4 A2 2RF 5

® Open VPN & F 3%

o R BB EARE IPPBX ¥£ %4 OpenVPN & P 3% 45 %] OpenVPN IR 4%, A RSLOML-DOWPN 1 & 5%
“OpenVPN & F 3% #:40, VAR E IPPBX R4tk A & P otdiz s IR & %,

WAAEE “BE” HATREPHRE, T BT,
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OpenVPN EFizEE X

RSSEEME @ 192.168.17.190

Stealth
waOo 1194
iy ®  UDP
BEE= @ TUN
=g O default
LZO =&
ENINEES
BB AL T,
P S HLEA
IR % 28 o bt OpenVPN JIR 425 9/ 1 s ik S35 %
o % E 4= OpenVPN JR 4 B A0 R 4935 0, BKikH 1174,
WL i% & OpenVPN R 4 B4 #MthiL, & 2R 5 ZBHF—H,
Ty 1 TAP 3 TUN %%, TAP ¥R T—IMRKRIEE, CRES ZEHK
P4 A K MAIEM, TUN M T M EikE, BES = B4R
8, tbde IP KIEHE, XBARSBRRE
AL e GRS e ok, X EEERIR S BIA R R
LZ0 /%45 F REMKEE AR5 Bk —H,
HIINZES YR ZGTINR AL, REMLIZEG M X, 58 HIEHF 2 M VPN
EH B,

ZRVALBLEZ )G, LF %I OpenVPN JR 5 Z3AEGIIE P A B/ 5K P 3%, B AT Q69 47 & 4o
T B AT

Flcacrt
Flofficel.crt
|| officel.key

B “CAIER” & b “ca.crt” I, “EP3HiEdH” & L4F “officel.crt” X, “BE %54 & £
1% “officel. key” XA, 4o TF BT
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VPN ig&
PPTP =Fi% OpenVPN £Fi%
=]

CAE=S e

EPTS C 2

== o

[ == |
TARVALIREE, &EHFBFFXLE A OpenVPN & F 3%, OpenVPN & F 3% B0 7T £ 42 2| OpenVPN JR %% . &
W& F AR T LA B R EFE P 3509 VPN P ik, =T B AT

VPN EP iR

o

gl 10.10.10.14

H

H

1= openvpn

S
&4

o 75 B, 10.10.10. 14 BP% VPN & 7 3449 VPN ik, 2 EFffR 4 BT84 R E 2452 VPN IRH £ 09
VPN 3tz ht 3%, 246 VPN & P 5% 69 VPN bk Bp 7T,

7.4.5 #A5%E

##Hi8 15 CooVox IPPBX il AA— Nt W%k, ESNRBEN, FZREANAALGR AN, §2
B EBRAPHHEIRBREN,
HABNEEZARGORNEDBAIRE N @7 Rm,

BLE A F AT o

A AR W
B 6938 X E 25 69 B AR 2 3 |P #edk,
F W& HEBHR&TRIED,
BES WAEAG F M K M bk iy E] B AR %

A GLEIN Y 96 &) R Fo T3 iR A 09 3 25 96 & o T B BT .
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RINESHES

BRI O 69.41.121.0

* FREES @  255.255.255.0

*R%O | 192.168.10.1

7.4.6 DHCP JR % 3%

A ZAUEE WL (DHCP) & —ANBik M 69 M 25130, DHCP IR 4% A TaF B3R M a9 & Pt A 9B IP X
WEF RS BB PR &, FAshIKE IP bk, AfmA IS P AE R E,

ZKIAM LT, CooVox # 7| IPPBX XA FF /5 DHCP fR %, 4R E 2, AP ALEZR-D>ML-ODHCP IRH B N &
J& A DHCP JIR %-.

= C =&/ R/ DHPESH D m
DHCP E% DHCP &%
== @ MAC st 1P itk =& e
w0 LN

*FRAIPHEEE 19216810150

FERIPMEEE 19216810199

* FRA&ES  255.255.255.0

Q
M% 192.168.10.1 ,vb,
DNS  192.168.10.1
TP
RSN 24 -+
1
1P RBiAE O
MAC st 1Pt E sEE) e
&
BB AT o

DHCP JR % %% 7F % FF 5 R * 7] IPPBX % %49 DHCP JR 4%
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F R 4675 RE BB T R

HONCES #3 DHCP & P %X & 48 2 BRI M X3k,

DNS A B P I Z 49 DNS IR 4 B b ik,

TFTP o R BB A TFTP IR 435 7T WAt IP &MLt 4T A SBCE , 7T AL
X 2AEFE TFTP IR 4 £ 693k, 5 AUiE id DHCP 3R IR 2| Mo bt J& =T 1A
BT &REE L TR AHEE,

34t AR 24 B ] % E P dehtag AR BB, de B R B BRI E A 0B IP, BRIAMA
A 24 Bt

-3

FF B CooVox IPPBX 7 4269 DHOP JR #Z 77, 13 54 1R A5 I ) X H H e DHOP JR % E AL FZ 7k, FHAF

F—oL B 2458,

Fr A i@ it IPPBX % %69 DHCP AR 43K BX %] IP Heuht 69 ) 2% 3% &-#4% 2 7= DHCP IR 438 7 @ &9 DHCP & 7 35 %) % +F

B, 4o F B,

DHCPEFi%

Ht

i

192.168.12.151 00:00:25

@it IP AR P A8 ¥T LAk DHOP AR %35 A B3 M M 48 2 691X &B R ARSBLE — A IP 3unt, AHAn—A~ IP

HAFGILFEE BT %K 5509 MAC 3t % B8 69 P sbhk, doF B AT

a0

=R l Ha3
MACHE3E l 58:60:02:35:2
2Zp l 192.168.12

do LB BT, e —As P WA GRS, 192.168.12.152 X AN M ub
68:69:02:35:25:1D X A& &

7.4.7 SNMP

FFJA snmp
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= C ZE& / W& / SNMP
SNMP & &
HiE
= @
B8 public
P 192.168.1.0
FREE 24
TES
=R

#

PA S A
T T2 3 % 7] snmp
a4 B BEARE
M 2% snmp TAE 49 M %
7.5 ¥R4F

7.5.1 ¥R SR E

CooVox IPPBX % 4T VAiBid ety 7 X4 A P K% IPPBX A4 b o) — & Zopihilisn, Bt 58 5 Rit
BB P, BHEAI A RELSITMA, URAEERERA P REZAEHBLE,

& %% IPPBX A& R AURHEIAE ), BT ZIRESRMIR S A P EH 2B IR 5 B X E 7T AL R R-DuR
IR SRR 4 B R E W@t f7, o F BT,
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HMFIRERFEE O
ER4ERSE © 163
SMTPERSZEE @  smtp.163.com
waO© 465
ssto @
BffE @  jeson012@163.com
FIE @D eesecssccsccanes

CooVox % 7| IPPBX %9 v3. x 3R K P 424 7 — 2% BIOR IR 55 09 SMTP IR 41X B AR, AP RE 2%
FriE M eGeR IR 48, KRB ANURFAKTE BT,
URAFAR 5 22X B ARG T,

P B

BR AR £ B HF—ANESRAIER ST, FI AT RAI S, WiaF Lk,
SMTP JR %% SWPK#%%%%%ﬁ,ﬁ% M % 163 i a4E F 892 smtp. 163. com.
sH SMTP IR 4 R A4E Bl 6935 0, 3@ 4 25, 4o & SSL/TLS 4= %%, 4 Bl 5% 0 465,
SSL FF g % ] SSL/TLS #=5%,

R AR Tk 2 AR T K ZWRpHl e 6 WR A K5

5% R AR R K 5 6 5

PE -3

S 1 BT A IR 5 B KK TFAE SHTP IR 555 % 7, W Jf P il BB RE| 45 9 T & FZ-F & 78 KRFT
GEZ IPPBX 7 25 _E B2 & 1% /] SMTP X 1HIR %

7.5.2 55 Y S AR E

iEE G E DU A5 IPPBX RSSO AU P AR ST A P 09T Tl A wR A4 ﬁi\yﬂlki‘l)ﬂ}’é’l‘mo
E2RMiESE S R A, TVXE%%—>¢FH“HE%’—>1§ B ok E Nt TMEikE, #TH
o
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= C E& /g ) SEZSHEEE © B

HBAHIERR

BEf4HRE  IPPBX New Voicemail Notification

BHFAE  Hi ${VM_NAME} \nYou have got a new voicemail from phone number (${VM_CALLERID}) at ${VM_DATE}.\nSent by IP Phone System.

5= ${VM_NAME} | | ${VM_DUR} | ${VM_MAILBOX} | ${VM_CALLERID} | ${VM_MSGNUM} | ${VM_DATE}
z=ix o @O

=

X E A AT,

2 A WA
EEGE I AT L | TR RENEE G E B R
B A B G E Bt A UL, T
B P 28 B G E At AU B, ST
¥ B E S T AR R B — R E B, ARIGE S B 6 — ki miE
A3t RIS E P
M4 REGEFL | REHG T EIM AR XL EL S .

EiEE G T AR B, NRE T ORAR ALY B P oAU E FTE TR, R R RE A e,

7.6 iz

7.6.1 Ping

PING (Packet Internet Groper), H4FM IR LR, AN TNRXNLEZEENIEF., Ping K
# —/~ |CMP (Internet Control Messages Protocol) BFE4FMZRIZHFI W L; & & iFKH
825 B 69 RS R BB PT A 249 ICMP echo (ICMP &1 % B 4), AR RBERLRZTE
BV RAE W& EZERF G 4L, BT “ping” 4T AKRBUAT HE&AZ 4.

® TAEZIMAL T,

® AU IEMIEAAERKRE,

® RELHBAEZOIR,

HRGDUE-DPing W@, AP TMER “ping” A BITHEHE:
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Ping

P IS * baidu.com

PING baidu.com (220.181.38.251) 56(84) bytes of data.

64 bytes from 220.181.38.251 (220.181.38.251): icmp_seq=1 ttl=52 time=35.6 ms
64 bytes from 220.181.38.251 (220.181.38.251): icmp_seq=2 ttl=52 time=34.8 ms
64 bytes from 220.181.38.251 (220.181.38.251): icmp_seq=3 ttl=52 time=34.7 ms
64 bytes from 220.181.38.251 (220.181.38.251): icmp_seq=4 ttl=52 time=35.7 ms
--- baidu.com ping statistics ---

4 packets transmitted, 4 received, @% packet loss, time 4ms

rtt min/avg/max/mdev = 34.685/35.206/35.734/0.5@3 ms

B CIRF B PRANEAT IP AIIR G, BE BRI, APTUE “BR7 H2EFERLE
Ko

7.6.2 Sk Iz

7 IR IF A RRIFRAR O RIRF A AL AT, Sk R P @ REE RN KA B ] (ms) A= iX & 69 & AR
(G #93E) A A IP Hedk,

ERADLY-OBQRIZT @, B P TAMANB G IPASIBEG, &F T HASHEHFIL, 2T

B AT

R

IP il ek *  baidu.com E

traceroute to baidu.com (39.156.66.18), 3@ hops max, 60 byte packets
PR

2 192.168.7.1 (192.168.7.1) ©.888 ms 1.535 ms 2.067 ms
3 182.148.12.1 (182.148.12.1) 9.417 ms 9.652 ms 9.952 ms
4 118.113.238.225 (118.113.238.225) 10.424 ms 118.113.238.221 (118.113.238.221) 11.820 ms 118.113.238.229 (118.113.238.229) 10.706 ms
5 171.208.199.205 (171.208.199.205) 13.484 ms 171.208.199.93 (171.208.199.93) 11.371 ms 110.188.6.69 (110.188.6.69) 13.781 ms
6 202.97.98.125 (202.97.98.125) 39.678 ms 202.97.78.181 (202.97.78.181) 34.280 ms 34.854 ms
7 202.97.17.62 (202.97.17.62) 38.394 ms 202.97.17.98 (202.97.17.9@) 37.303 ms 36.516 ms
8 221.183.95.173 (221.183.95.173) 34.302 ms * 221.183.86.49 (221.183.86.49) 36.307 ms
221.183.94.21 (221.183.94.21) 34.614 ms 221.183.94.25 (221.183.94.25) 38.616 ms 36.929 ms
-

11 111.13.188.38 (111.13.188.38) 37.23@ ms 111.13.0.174 (111.13.0.174) 36.285 ms 37.656 ms
o ox

13 % x
14 * % x

7.6.3 FZ&INE,

R &I AEER A T Linux & 4P 5% K69 W 4438 R & 547 T B TCPDUMP, % T £ 7T AN B 45 P 4% 1% 69 J %
QR ABIET R R A Vol P W3& i 3069 — 2 9] 4,
LR PERHITRENOT, TARGEOBEDORMEBME N GE/T, 4o F BT
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& Bt
=H

Bt

= C =&/ 2F / REne

MR

=7

all
wan

lan

AP EEAME IPPBX 693 ZH (BiE L 5E A9 RMANARNLIED) FREED, KB EH “F4E7 #
AHMFATING,, BPRIATIGE, & “4F87 4, Wi N @2 A3 FTERITINE L (Vhpcap HE%H) )
Axd s b B P T it WireShark 4 T B3t IR 69 3047 6, 34T 5 AT o

7.6. 4 BEREEE IS,

iBiE W %4 A 69 % DAHDI Monitor TR, % TEFT A%t IPPBX % 4 69AL Sl iE S 4TINEL, INRF| 09155
=T AH i B .

A G W T 3R BT IR AR B 69 AR T VAR T AT e AR 48 18 _E Aster isk 30 F= K £ 0912 5, 8% T AR T oMt
MEIEE R kY BT AR A,

B B BT VAR B A A A O BT, Blde, 4o 35 F FX0 @i L RAEEH IR 54D, T
VR E “dEn” B “FX0-35", & “IF457 BAFFHEINI, 4T BT,

EHLEENS fxo 35 ’ = ’

MO F4EZ )G, WIEZ TN 35 5 FX0 o k4t —ANeiFdt &k, REoMakss, FRREYD, ARk
3EARZE, BF IFLET A, W EE A TR EFLHGELED (A tar ABEK) Bl AR
W hm b, 83T WinRAR T At EZE 6L ATREE, fFEG X324 T RAREGREANE 555 i,

géstreamrx.raw 73,728 73,728 RAWfile 2018/3/28 15...
|| streamtx.raw 73,728 73,728 RAWfile 2018/3/28 15...

HE P, streamrx.raw X% IPPBX & A4l B 09 M B AZ R E X BAEMiT R B 52 FHt, @ streamtx. raw
AR IPPBX RAHEMEBE O L EARNEETETME. B0 KRL R T TME, §FERNTMBEHAMF
%% streamrx. raw X/,

R EZ, RAP T ORI L R ELFAEBERRLFANTKFE .
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7.6.5 Asterisk CLI

T ME ) asteriskcli AL HRE AN TEELN P IBRAEREZN ZRERFH, W@ RRME T core fopjsip
A& B IR E B H IR G A

C

o

2%: [ 1287 / Asterisk CLI

A

Asterisk CLI

Asterisk CMD | pjsip show aors

o o > <MaxContact>

Contact: <Aor/ContactUri.........cciiiuiiiiinnnnnnnn. > <Hash....> <Status> <RTT(ms)..>
Aor: 100 1

Contact: 100/sip:100@192.168.17.122:5060 72b1e53785 Avail 2.318
Aor: 161 1

Contact: 1@1/sip:101@192.168.17.122:5060 83e7507aba Avail 2.376
Aor: 102 1

Contact: 102/sip:102@192.168.17.122:5060 a28eba3128 Avail 2.452
Aor: 163 1

Contact: 1@3/sip:163@192.168.17.122:5060 0bf4c19628 Avail 2.500
Aor: 104 1

Contact: 104/sip:104@192.168.17.122:5060 le56f45a74 Avail 2.571
Aor: 185 1

Contact: 105/sip:105@192.168.17.122:5060 8ec91fal39 Avail 2.334

7.7 258

7.7.1 &5 K3¥E

CooVox % 7| IPPBX ¥4 M E &9 K, HBAA —RZARLRR, E—AFELTTUAREERE G KGN
W) Bp =T 52 AT IPPBX & 4t 5% 4

FEFRE R PAREE AR ARE, AP TARBEFREE ALE -2 L% Rg, FBXIGANGILE
ERADEEGI OB KGR @7,

F2TE T34 B P 3T 5 3k 4 M) By KOG & — s b e Akt tg 5 ), BRINTE DU T R 55 X8 7T 3

= C E& | =2lP / BB
e @O i Ping
BILAFE ( Geo IP

zﬁ B
B K 3 TR REARGKEHE. AT RELLEKANFTFRE.
#F ping EH RN A G4k B i £ AU PING iF K.
BOLPTA IR, T Web &I &@ T LA 941, HACATA IR AR AL 41k,
B P ool A B R AL R e AT 1) R R ik 55 Ak 469
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HLW B EF AL IPPBX R AW RS, FEMaE !

Geo IP ARAEE KA X 6G IP b BORIR 2345k A AR B K3 & b9
], Geo IP & &F R “HALPTA” FTRAR, PIAATHELS
FATPUT, ARIR T R — 230 B R AL F 24218 AL
A R R M R 2537 9] A Selk £ 9 B o

e F AN

FEBRANE, B P TIAREAFRILIE—A IPh R W% 5 IPPBX & %t9ififE. L7 AR £3% 0 5 3t
IR

B CRm” BAn, RmiB B OKSEILN, e T B AT

o X
£Z#R  dropl
E i<k
MY TCP/UDP
IP 3iBhit 19.123.16.91

TR 255.255.255.255
il

Mac ik ’

B0

X E A AT,
& AR BLEA
&5 A By KIEH N X E —A AR R T 958,
e BB AZHLN] A A RER R 6y £ AL
B & % t23L UDP, TCP. UDP/TCP = IP, UDP 2 TCP & %45 € 1F &9
R43ma, IP M AT R ERG IP AL,
|P 34k HLI B AE B 69 |P #ohk % % 3k,
F R #5 IP bk 5 M) 2% 3o bk 3¢ & 69 F R 3,
A AL FTAE R B9 sm 0 5, BIET R8T AL ATAE B 69 IR 4 £ AL
MAC 31t ST A% I MAC Mo bk XA P 3ht, AR T /2B —A B3k @ b4 Bl o
o AN

CooVox IPPBX # 4f# Bl fail2ban #AT ANIZHM, iptables #& F %k il T AEAT £ X E8 P,
B CRm” AR, Rm—Z A hG AN, e T R ATT.
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0 X
SR udp
®O® 5060 —
*PHY @ | UDP
20 100 -l
*ERE® | 10 -+

A

RESHANA =T,

P 3 B
& AR PXE AN 69 4 AR o
% B B4R R 69 3m e 5, BlEFA B T AL B4 R IR 5 £ AL,
1S LI B A B B9 a3, UDP 3 TCP Hri3Lo
&, {5 0] B E L .
4] % Pl mEageta g (),

B B b5 M BN ST AL TR e BT 1) [ A, 45 52 69 IR 43k o AR 9 RIBE 32, R 0REF
EF, AmIRH EAIR G55 0 AR @ a9 M F, 7T LUR A iz Rk,
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7.7.2 NZARA

o

w2I5F / NBER

SIP A

413+ SIP, 1AX2, SSH ¥A % Web (HTTP) AR 4%, CooVox % 7| IPPBX % 4% & T BN NIZ4RIF AN, AP T
VTE R GG -DNZEI T @ 31T 5 A R AS 70X e 2N,

C 2/ =

BN

reevans @O

EAERRH O 10 —+
MEETEAE) @ | 60 -+
=1HAREEGE) @ 86400 -+

IAX NERAFIEGE
raewins @O
EXEERE O 10 —+
maEstiE@E) @ 60 -+
FibsEETEEY) @ 86400 -4
Web NERMFIFFE

reeuannss @O

BEAERA#M® 5 -+
ME=eFEE) @ 300 -+
SibsEEEE) @ 86400
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SSH NEH&TFNRAHE

BAERAS® 5 S
MzmetiE@) @ 300 -+
= HAEsTEE) @ 86400 -+

NAZ A For 5 3% B SR
PGS B
NAZ AR Al 0 FE % | FFJB/ R RNRAR R Al tTF X, IINEKIATT B o

KRR EZ R RS R % e R AR R F KA R HK.
LS R KR H 8 A B T

k37 P i ) (F)) Ao R 69 AL 1) AR i R K F ok $ ey R iR 35 K6 22 0k 37 )
% B &Y 18] [ e E] .
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7.7.3 IPE %%

RGO LEPODIP BAE NG AT R TH R BANZRIP AN G-I M HG IP b7 &, Xk |P
8 8 2 B 1) ) NARBRAF N @i R a2 by P et R, ARG R A SRR . B2 F MR BT T At
TR RE. B9, £ IPPBX AA TR B X RMETH IPLAKFS,

#3e PO B2

vorp 185.40.4.70

VoIP 198.27.83.214

Aoy 104.255.71.182

o LRI, IP 2 LY PE 3 IP AR R 2K F IPPBX R A R A5 KOG RN LR, R L b5
Tk iz, R P T S MIR AR B

7.7.4 PO L%

CooVox IPPBX Z4MET —2ZIAGRAMN, FIAGAR IPKFAKEGINAARTIEN IP A, A
AR IP AR AP IPRHSM AR RTIEOMA, RTEHE6 Pt 2 X TR R AR
MRHEFBFERPAMZEHFRRAZRIINRE LY, E—RIFBZ A2 5% a9it I A A7 1% CooVox
IPPBX R %, i T{3/E0xhb e A A LIR#l. 7 CooVox IPPBX R4 ifim IP G LERATMRA %L
Gehte, RE IPALETALA MK TIZHBST IPPBX £ 489575,

o FE BRI IPOLETEREDOREPSDIP ALEN BT HRM, 4o TF BT,

) X
*EZ¥R  ssh-in
IP3EiE  192.168.1.0
FREE 255.255.255.0
Y SIP IAX [] HTTPS SSH
7= @O

o

RESHANA =T

A AR BLEA
PGS K EiZ IP G &% LAR,
7S RAFTF R A ER,
IP ERRmE G L %4 P AR F AR,
F W& B %% IP Mohk R 2 Mk 69 F W 465
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> =4 =)

T4 ETLEE TS

IP O&ERIWZIG, R IPIIIELA R R, ALAEATH KGN 6 1R 4H

7.8 B4/ 4
781 &

PEY .« [Py

RAMEE

A8 v4.0.0.beta2

EEREts) 2022-01-28/10:15:49

%

X4 s

7.8.2 &4y

AUt RAEFERNALRY TR, STERA L EREMRERGINEHFLATA L&k 540 EF T
R—AREHENII, ELZE, R REREHITVEKGRESAN, $ERMPAEZHT—K
HW. BRARE R RN KL FHMTE £ KT ME A 44 £ IPPBX A& 4ilk 48] E— kK E5% THE6)
Ko

Feamlsh, AREGREaHNEN RAARE, AR RIHTHEH LA,
1 WA

Fiw=S 2GR AFNEW Ak

B £R HAF A R A& 64 B 1A 18] [

KR & | RERE B LHaIEE.

i

& LA, do T BT
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= C - VVEC W T P
EiHigE
SEEEETN @) BT BAEHRE 3 E

=

P et e ety Py
backup_ T600_v4.0.0.beta2_ 20220725_164409.zc 28.40 MB 2022-07-25 16:44:09 v4.0.0.beta2 B E
backup_ T600_v4.0.0.beta2_ 20220714 _163857.z¢ 18.97 MB 2022-07-14 16:38:57 v4.0.0.beta2 B E
backup_ T600_v4.0.0.beta2_ 20220713 _162636.z¢ 18.96 MB 2022-07-13 16:26:36 v4.0.0.beta2 B E

23 s (1) 0/F - =

S AR AR AT AR S RATH B IR 8 G 4. AP T &4 X TR BAER G AH
%G, LI VAE IPPBX Kibik G

Y E 2RI Er AR, T UUKARAE R AR 1 AF 35 R 69 & XAF, RHAEA IPPBX Axbad &4 it
T B .

EAr i TAZ T AT IPPBX & SutyiBlidi& i, BRK L&MW I HE R TR IPPBX R4, FTAERAIT &M K
AR E AR R AT A A F BB 685 E AT,

79 RgiHE

7.9.1 Web HE

WCEATH AT web IR 555 6937 9], T AB T T @ 14 9830 Z ALK web 4 0 6937 9] 3T K.

= C =5/ Z

B / Web B

EY
B P ] Be =

2022-07-13 16:26:34 192.168.17.14 admin EBS time:0.028037 (s), result:200 DELETE /pbx/backup/delete {"name™:"backup_ U100v2_v3.3.2_20211106_153048.2¢"}

2022-07-13 16:22:45 192.168.17.14 admin BEBR time:0.004266 (s), result:200 DELETE /pbx/security-center/fail-to-ban-ignored/1 {}

2022-07-13 16:22:38 192.168.17.14 admin E.I 1ime:0.020556 (s), result:200 POST /pbx/security-center/fail-to-ban-ignored {"name"ssh","ip":*192.168.1.0", netmask':"255.255.255.0°,"sip" false, "iax"false,"ht...
2022-07-13 16:13:47 192.168.17.14 admin EL ime:0.197795 (s), result:200 POST /pbx/security-center/firewall-common-rule {'name":drop1”"action":"DROP","protocol":"both" “ip"'19.123.16.91","netmask...
2022-07-13 16:04:49 192.168.17.14 admin time:0.155574 (s), result:200 POST /pbx/security-center/update-firewall-global-info {*firewall":true,"ping"false, dropAll"false,"geolp"false)

2022-07-13 16:04:48 192.168.17.14 admin ime:0.191060 (s), result:200 POST /pbx/security-center/update-firewall-global-info {“firewall":true,"ping"false, "dropAll"false,"geolp":true}

2022-07-13 15:48:31 192.168.11.166 admin =5 1ime:0.001353 (5), resuit:200 POST /pl ion-commor ion-range-info ----—-WebKit H4A7ANEIQri4On6 Content-Disposition: form-d...
2022-07-13 15:48:30 192.168.11.166 admin eBS time:0.001253 (s), result:200 POST /pbs tension- i infi yT3PIFyBylLdLaxa1B Content-Disposition: form-da...
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